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1. O6wme NnonoKeHUA

HacTosiuit JOKyMEHT YCTaHaBIMBACT TPeOoBaHHA K 00ECIEUCHHIO 0E301aCHOCTH NEPCOHATIBHbIX
JAaHHBIX TpH uX oOpaborke B HHGOPMALMOHHBIX CHCTEMAX, a TaKkKe HHOOPMAIIHOHHBIX
TEXHOJOTHH W TEXHHYECKHX CPEICTB, TO3BOJSIOMIMX  OCYLIECTBIATL 00paboTky Takux
HEPCOHATLHBIX JaHHLIX ¢ HCIO/Ib30BAHUEM CPEJICTB aBTOMATH3ALMA.

[lonutuka paspaGorana B cootBercTBHH ¢ Komucruryuuein  Poccuiickoii  @exaepauns,
denepanbabiM 3akoHoM 0T 27 utons 2006 r. Ne 149-03 «O6 undopmaiun, HHPOPMALHOHHBIX
TEXHOIOrHAX H 0 3auTe HHdopmanuuy, OenepanbHbM 3ak0HOM 0T 27 uiond 2006 r. Ne 152-P3
«O nepconambubix naHueXy, [locranornenuem [Ipasureasersa PO or 01.11.2012 r. Ne 1119 «O06
yreepkaenud TpeGoBaHMii K 3allMTE ICPCOHAIBHBIX J@HHBIX Mnpn  HX oOpalorke B
HHAOPMAIMOHHBIX CHCTEMaX HEePCOHANBHBIX AaHHbIXY, [Tpukazom ®CTOK Poccun or 18.02.2013
No 21 «O06 yTBepaK/SHHH COCTABA H COJAEPIKAHHSA OPraHH3alMOHHBIX W TEXHHHYECKHX Mep M0
obecreyeHHIo G€30MaCHOCTH MEPCOHAIBHBIX [AAaHHBIX NpH UX 00paboTke B HH(OPMALHOHHLIX
CHCTEMAX [MEPCOHANBHBIX JAHHLIX» H ONpPENENAeT MOPHIOK 3allHTH MEPCOHAIBHBIX IAHHBIX,
oGpabarsiBaeMbix B OpraHuzanmus.

1.1. LUenb NOANTHKMN.

Onpenennts TpeGoBaHHs GE30NMACHOCTH K [EPCOHANLHBIM JAHHBIM, 00pabarTbiBaeMbiM B
HH(OPMALHOHHBIX CHCTEMAX MEPCOHATBHBIX JaHHBX OpraHuszaiyy, ¢ Lebio MPeaoTBpalleHus
A1000r0 HECAHKIIHOHHPOBAHHOTO J0CTYNA,

Kputnuneiv aktopoM GesonacHocrn [1JIn siBnsercs opranusains >QHEKTHBHOrO KOHTPOJs
nocryna K 1/, oOpabaTeiBaeMbIX B HH(QOPMALMOHHBIX CHCTEMAX TMEPCOHANbHBIX JIAHHBIX.
OreyTeTBHE 21€KBATHOTO KOHTPOJIS OCTYIA MOKET BECTH K HECAHKIMOHHPOBAHHOMY JOCTYIY K
UCTI/In Opraausatu.

1.2. O6nacTtb NpUMEHEeHuA.

TpeGopanus HacToswel [lONHTHKA PacnpoCTPAaHAIOTCA Ha BCEX COTPYAHHKOB Opranu3ailiy
(IUTATHBIX, BPeMeHHBIX, pabOTAIOMMX N0 KOHTPAKTY M T.OL), @ Takike BCEX IIPOYHX JIMIL
(noapsuramKH, ayarops u 1.0.).Coctas U conepikanue Mep o obecneuennio Oesonacuocty [1J1H u
ruian pabot 1o 3ammTe [11u, obpabarsiBaembix B UCI1In Opranusanun

1.3. Cocras u coaepaHue mep no obecneyexmnio 6esonacHoctm NAH

B coctas mep 1o odecneueHH0 0e30MacHOCTH NEPCOHAIBHBIX JTAHHBIX, PEATH3YeMbIX B PaMKax
CHCTEMBI 3allUThl [IEPCOHAIBHBIX JAHHBIX € YYCTOM aKTYaIbHBIX YIrpo3 Oe30MacHOCTH
MepCOHANLHEIX TaHHbBIX H PHMEHSAEMBIX HHOPMAIMOHHEIX TEXHOIOTHH, BXOST!

° Mepsi 10 uaeATH(GUKALMK U ayTeHTHQHKalMKU CyOBEKTOB J0CTyNna M 00LEKTOB AOCTYId
JIO/KHBL o0ecIeYnBaTh NPHCBOCHHE cyObeKTaM H OO0beKTaM J0CTYNd YHHKaIbHOIO NpH3HaKa
(umenTuduKkaTOpa),  CpaBHEHHe  mpexbsBIseMoro  cyObekTom  (00BeKTOM)  JocTyna
HICHTH(HUKATOpa ¢ TepeyHeM [PHCBOCHHBIX HACHTH(HKATOPOB, & Takike IPOBEPKY
npunaIeRHOCTH  cyOBekTy (00BeKTy) JoCTYna TpelbABICHHONO UM HWACHTH(HKATOpa
(MoATREPIK/IeHHE MMOJTHHHOCTH).

. Mepbl [0 YIPaBAeHHIO JOCTYNOM CYOLEKTOB jocTyna K 00BEeKTaM J0CTyla JIOJKHbI
obecrieunBaTh yMpaBieHHEe NpaBaMH W TPHBHIETHAMH CYOBEKTOB JIOCTYIA. pa3rpaHH4CHHE
nocTyna cyObeKTOB JOCTyNa K O0BeKTaM J0CTYld HAd OCHOBE COBOKYIHOCTH YCTAHOBICHHBLIX B
MH(OPMALIHOHHON CHCTeMe MpaBHi pa3rPaHAYEHAA JOCTYTIA, & TalKke 00ecne HBaTh KOHTPOIlb 3a
coO/TIOIEHHEM ITHX TTPaBHIL,

. Meps! 110 OrpaHHUEHHIO TIPOrPaMMHOI cpe/ibl I0KHEI 00ecTie nBaTh YCTAHOBKY M (HIIH)
3aIlyCK TOJIBKO PaspelieHHOTO K HCMONb3OBAHUIO B HH(OPMAIMOHHON CHCTEME IIPOrpaMMHOI0
obecricucHUs WIH HCKIIOMATL BO3MOMKHOCTb YCTAaHOBKH H (HJIH) 3aIyCKa 3alpelleHHOro K
MCIIONL30BAHAIO B HHPOPMAIIHOHHOH CHCTEME IpOrpaMMHuoro o0ecredenHs.

* Mepbl 110 3allMTe MAIHHHBIX HOCHTEJICH MNEpCOHAILHLIX AAHHBIX (CPeACTB obpaboTtku
(Xpanenus) MepcoHANBHBIX AAHHEIX, ChEMHBIX MAIIHHHBIX HOCHTENICH MePCOHAIBHBIX JAHHBIX)
JIOJDKHBI HCKITIOYATh BO3MOXKHOCTH HECAHKI[MOHHPOBAHHOIO JIOCTYNA K MAIIHHHEIM HOCHTEIAM H



[ ] Mepbi [0 BbLIABJICHHKY MHIOHIEHTOB H peardpoBaHHId HA HHX JOTKHbI obecnevyuBarh
obnapykeHnue, HACHTH(QHKALHKIO, aHAJH3 HHIM/JACHTOB B UHQOPMAllHOHHOH CHCTEME, & Takke
MPHUHATHE MEp M0 YCTPAHEHHIO H IPeayIPekKICHHIO HHIHACHTOB., :

. Mepsbl no yrpapienuio KoHpurypanueil HHQOPMALHOHHOA CHCTEMBI M CHCTEMbI 3aLUHTHI
IEPCOHAILHBIX JIAHHBIX JIOJDKHBI 0o0ecliequBaTh YIpaBieHHE H3IMEHEHHAMH KOH(HIYypaluH
uH(OPMALMOHHOH CHCTEMBI B CHCTEMBI 3allIUThI MEPCOHATBHBIX JTAHHBIX, AHATH3 MOTEHIHAIBHOIO
BO3/ICHCTBUSA [MIaHHPYCMEIX H3MeHneHuit Ha oDecrieyenue Ge3oNacHOCTH NepCoOHAIBHEBIX JTAHHBIX, a
TAKKe JOKYMEHTUPOBAHKE ITHX H3MEHEHHH .

Jlna peanusalMM yKasaHHBIX Mep 10 oOecrieueHHIo 0e30MacHOCTH MOTYT IIPHMEHATHCH
MEIKCCTEBbIC 3KpaHbl, CHUCTEMbI 06Hap}"}I{eHHH BTOp}KEHHFL cpe/icTBa aHalni3a 3allHIIeHHOCTH.
CIIeNHATH3HPOBAHHBIC KOMILTIEKCHI 3alIHTEI M aHa/ln3a 3allMIEeHHOCTH HH(I)O]JM&LLHH.

Jlnsa zammtsr I1[1H, npencrasieHHol B BHIE HHPOPMATHBHBIX YIEKTPHYECKHX CHTHAIOB H
(H3UYECKUX NOJIEH MOTYT IPHMEHATHCA CIIEAYIOUIHE METO/IbI H CIIOCO0B! 3aIINTHI HH(opMaLuu:

L4 HCIOJIB30BAHHE TCXHHYCCKHX CPC/CTE B 3aIMIICHHOM HCIIOJIHCHHUH

. HCTIOIB30BaHUE CPEACTB 3ALIMTEI MHQOPMAIKH, MPOIIEIIIHX B YCTAHOBICHHOM MOPS/IKE
npoueaypy OLEHKH COOTBETCTBHAL

° pazmerieHie 00BEKTOB 3aLIMTHl B COOTBETCTBHH C MPEANUCAHHEM Ha IKCILITYATAlIHIO!

° pasMellieHHe OHHKAIOMIHX TPAHC(OPMATOPHBIX OJACTAHIHHA IEKTPOIHTAHHA H KOHTYPOB
3A3EMJICHHA TCXHHYCCKHX CPLICTB B npeaciiax OKPaHﬂEMOﬁ TEPPHTOPHH,

. obecriedeHne pasBiI3Ky  Lenel 9MeKTPONHTAHHS TCXHHUYCCKHX CPEACTB ¢ MNOMOIIBI)
3AIUTHLIX (HILTPOR, GIOKHPYIOUIMX ([10aBIIIONIHX ) HHPOPMATHBHBIA CHIHAIL:

. obecrniederne 3AEKTPOMATHUTHOH pa3BS3KH MEKIY JIHHHUAMH CBA3H M IPYTHMH LCIAMH
BCIIOMOTaTeJIbHbIX TEXHHYECKHX CpeICTB M CHCTCM, BBIXOAAIMMH 34 [pPCleiibl OxpﬂHHeMOﬁ
TEPPHTOPHH. H HH{bOpMaLIHOI-IHbIMH HensaMH, [0 KOTOPLIM ULHHPKYJIHPYET sallulilaeMad
HHpopMaLus.

Bo3MoxHbIe MeTOb! B c110co0bl 3a1uThl [1/1H, mpeacTaBleHHbIX B BH/IE aKyCTHYECKOH (pe4eBoii)
MH(OPMALIMK, 3aK/II04aloTCs B peajM3allid  OpraHu3allMOHHBIX M TeXHHYECKHX Mep A
obecrnedyeHns 3BYKOH30IAIMH OTPAK/IAIOLIMX KOHCTPYKIMHH IIOMEIUEHHA, B KOTOPLIX PacroioeHa
Huc]mpmauuonuas CHCTEMa, MX CHCTEM BCHTH/IIIHH H KOHIMIHOHHPOBAHHA. HE T[O'iBDJ'IE}OlllCﬁ
BECTH MPOCIYIIMBAHWE AKYCTHYECKOH (peveBoli) MHpOpPMALMH IIPH  TOJ0COBOM  BBOJIE
[IEPCOHAIBHBIX JdHHBIX B HMH()OPMAIMOHHOH CHCTEME WM  BOCHPOM3IBEIACHHH uHpOpMAIHH
AKYCTHYCCKHMH CPE/ICTBAMH,

1.4. NpuHUMnbI U cnocobbl onpeaeneHns akTyanbHbIX yrpo3 6esonacHocTu MNAH

Jlns Beibopa u peamazamun Mep 1o obecneuenuio OesomacHoctd [[/ln B wrdopMamHoHHOH
cucreme OpraHu3ailil HA3HAYAETCs OTBETCTBEHHBbIH 110 3aimmTe HHPOPMALUK B MHOOPMALMOHHBIX
CHCTEMax MepCOHANBHLIX IAHHBIX.

BriGop u peanusauns mep no obecnevennio Hesonacuocts I1/{n 8 MCTI/IH ocyuecTBsiOTCs Ha
OCHOBe, ompeaenseMbix B Opranusaiuu, yrpo3 0e301MacHOCTH NEPCOHANBHBIX JAHHBIX (MO/E/Ib
VIpo3) M B 3aBMUCHMOCTH YPOBHs s3amuinenHoctd [1JIH. OMpeneneHHOro B COOTBETCTBHH ¢
[Tocranopnenuem Ilpasurensersa or 1.11.2012 r. No 1119 «O6 yrBepwaennu TpeOoBaHuit K
3alnTe HEPCOII&HBHBD{ AaHHBIX TIPH HX OGP&SO‘I‘KE B HH(bOpMalLHOHHh!X CHCTEMAX MEePCOHATEHBIX
JIAHHBIXY.

Mojienb yrpo3 pa3pafarTbiBaeTes Ha OCHOBE CIEAYIOLLMX METOIMUECKMX JIOKYMEHTOB:

. BazoBas Moneid, yrpo3 O€30MacHOCTH NEPCOHATBHBIM JaHHBIM Ipu oOpaboTke B
HHAOPMALMOHHBIX CHCTEMAaX TEPCOHANBHBIX AAHHLIX, YTBepkIeHHOH 15 despans 2008 r.
zamectTe1eM aupexktopa @CTOK Poceuu;

v MeTo/iHKa ONpeeieHns aKTyalbHBIX Yrpo3 0e30MacHOCTH [ePCOHAIBHBLIX JaHHBIX [1PH
oOpaGoTke B HHGOPMALMOHHBIX CHCTEMAX [EPCOHATBHBIX JAAHHbBIX, YTBEPAICHHOH 14 (eBpas
2008 r. samectuteneM aupekropa ©@CTIK Poceun.

Mojienis yrpo3 NepcoHaNbHBLIM J@HHBIM COCTAaBIAETCA OTBETCTBEHHBIM 1o sawure [IJlH u
yTRepIk/aetcs pykosojurenem Opranuzanum.
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MeponpusiTue [

IlepuoanaHoCTh

[IOMEINEHUS, B KOTOPBIX YCTAHOBJICHbI aNNaparTHbIC CPeACTBa
UCT1du.

OpraHH?.auHs nopsjiaxa PE3CPBHOTO KOIHpOBaHHA H

. Paszosoe
BOCCTAHOB/ICHHS 3aLIMINAeMOTi HHPOPMALIMH HA TBEP/bIE HOCHTEIH
Beeaenue B aeiicrsue HHCTPYKIHH 1o 3auute MCT1/TH Paszosoe
Opraan3auns MHOOPMHPOBaHHA W OOYYEHHs COTPYJAHHKOB O T
nopsike 06paboTku u samuTsl 111
PaspaboTka n0WKHOCTHEIX HHCTPYKIHE 0 mopsake o6paborku [1/1n T
1 obecliedeHHH BBEJICHHOIO PeKMMA 3aLIHTEI
PaspaboTka HMHCTpPYKIMH 0 JEHCTBHM B ClIy4dae BO3HHKHOBCHHSN Pesiine
BHELUTATHBIX CHTYaL M
PaspaGorka monoxenns o6 obpaborke u  sammre [/l
PasoBoe
obpabarbizaemerx 8 UCI /T
YTBepuiieHUe IOJIHTHKH 0e3011aCHOCTH NEPCOHANIBHBIX JaHHbBIX
Opranusanus KypHana yuera odpauennii cyosexTos [1/11 | ‘Paonos
OpraHu3alis nepeyns no y4ery TeXHHYECKHX CPEICTB H CpecTs | —_— [
3aIUMTEL, 8 TAKKE JIOKYMCHTALMH K HUM
OpraHu3aiys [0CTOB OXPaHbl AJisl [IPONYCKa B KOHTPOIHPYEMYIO | .
30HY
HHiKeHePHO-TEXHHYECKHE MEPOTIPHATHS
BHeZpeHHe  TCXHHYCCKOH — CHCTCMbl  KOHTPOTS — JOCTYMA B | oo o
KOHTPOJMPYEMYIO 30HY H [IOMELICHHS
BueapeHHe TeXHHYECKOH CHCTEMBl KOHTPOJIS J0CTYIA K 3JICMEHTaM '
| | Pazosoe
| HCT1Tn | i
Y cTaHOBKA JKATIO3H HA OKHAX __ Pasosoe
| BHedpenHe pe3epBHbIX (IyOJMPYIOHMX) TEXHHYECKHX CpE/ICTB i
| KmoueBbIX emenTos UCTH
| Meponpusitas no suepennio C3H or HCJI
| Buenpenne cueremnbl 3aumtsl or HCJl Ha paboudX CTAHLHAX H | Pisisioe
cepBepax
| BHeapenue CHCTEMbI aHTHBHPYCHOH 3alUThI Paszosoe
I BHeupeuue CPEACTB MEKCETEBOIO JKpaHHpPOBaAHHA Pasosoe
BHe/ipeHHe Cpe/ICTB aHAIH3a 3aIIHIIEHHOCTH Pazosoe
Bueapetue cpeacts 0OHapyKEeHH BTOPKEHHI Pasosoe
| Cosnanne xypHajla BHYTPEHHMX [IPOBEPOK M MOICPIKAHHUE €ro B Bt
AKTYaJbHOM COCTOSHUH
KonTpons Haj cobimoientemM pexuma oopaborku [1/ln EzceHe/1e/15H0
Konrpons Hag co6mojieHHeM PeIKHMA 3aLHThI Exce1HeBHO

KoHTpoIIb Ha/l BBINOJHEHHEM aHTHBHPYCHOH 3aLIHTBI

ExeneaeiibHO

KOH’l'pU.Flb HaJ cobmoneHneM pexuMa 3alHTRl MPH HOAK/IIOUCHHH

EsceneelbHO
K ceTsiM 00IIIero nosib30Banus U (W) MeXIyHapoaHoro ooMeHa
[IposeseHse BHYTPEHHHX [POBEPOK HA IIPEIMET BbIsSB/ICHUSA
Esxeroano
H3MeHeHHH B peskume 00paboTku u 3aimThi [1/1H
KouTtpons 3a OOHOBTEHHSMH MpPOrpaMMHOro obecrneuenust M
EsenenensHo
eaunoobpasus npumensemoro [10 Ha seex anementax MCIT/In
KouTpoiib 3a 00ecneyeHHEM PE3EPBHOIO KOIMPOBAHUA ExxeMecaqno
Opranuzauus adaiuM3a M [OEPECMOTPA  HMCIOLIAXCA  YIpo3
Gezonacrocty I1/[H, a TaKKe OpeJicKa3aHue IOABIEHHA HOBBIX, eule | Exeroano

HEH3BECTHBIX, YTPO3
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XPpaHAMHMCH Ha HHX MNEepPCOHANIBHBIM JaHHLIM, 8 TAKMEe HCCAHKIHOHHPOBAHHOE HCIIOIbL30BAHHE
ChEMHBIX MAIIHHHLIX HOCHTEJICH NepCcoHAIBHBIX JAHHBIX.

. Mepel 1o pernerpatuyd coObiTHif GesomacHocTH J10/BKHbL ofGecneunBars c¢Oop, 3alHCh,
XpaHeHHe M zaumTy MHpOpManun 0 coObiTHAX Ge30macHOCTH B MH(POPMALMOHHONH cucTeme. a
TaKKe BO3MOIKHOCTL MPOCMOTPA M aHAIW3a HHGOPMALMH O TAKHX COOLITUSX W pearupoBaHHe Ha
HUX.

. Mepbl 1O  AHTHBHPYCHOH  3aumiMTe  JODKHBI  o0ecreyuBaTh  OOHApyKeHHe B
HH(OPMALIHOHHOH CHCTEME KOMIBIOTEPHBIX IporpamMM Ju00 MHOH KoMnblOTEepHOH HHdopmaluy,
NpeAHasHaueHHol U1 HeCAHKUHOHHPOBAHHOIO YHHUTOXeHHd, OIOKHpOBaHHA, MOIH(HKALMH,
KOTIHPOBAHUS KOMIIBIOTEPHOH HHGMOPMALHK MW HEHTpanu3alluy CpejICTB 3allliThl HH(OpPMAIHH, a
TAKJKEe pearupoBaHHe HA OOHAPYKEHHE ITHX NPOTPaMM H HHPOPMALIMH.

. Meper mo oOHapyKeHHMIO (NPeNOTBPALUEHHIO) BTOPMEHHH JO/KHBI 00ecrne4yMuBaTh
oOHapyKeHHe JAeiicTBHH B HHPOPMALHOHHOM CHCTEME, HAIPABJICHHBIX HA HECAHKIHOHHPOBAHHBIM
J0OCTYII K HH(pOPMALMH, CNCUHATbHbIC BO3ACHCTBHS HAa HHQOPMALMOHHYIO CHCTEMY M (MJIH)
NEePCOHANIbHBIE JIaHHbIE B LIeJsX J100BIBAHUA, YHHUTOKEHHA, HCKaKeHHs U OJ0KHPOBAHUA J0CTYIIA
K EPCOHAILHBIM JAHHBIM, 8 TAKIKEe pearipoBaHHe Ha 3TH JIeHCTBHS,

° Mepel 10 KOHTPOMIO (aHaJM3y) 3aUIMIICHHOCTH MEPCOHAIBHBIX HaHHBIX IOJKHBI
obecrieunBaTh KOHTPOJbL YPOBHS 3allMIICHHOCTH MEPCOHATLHBIX JAHHBIX. 00pabaTbiBaeMbIX B
HHGOPMALIMOHHOH CHCTEME, I[IYTEM [pPOBEJEHHH CHCTEeMATHYECKHX MEpONpHATHH N0 anamu3y
3AUIMIIEHHOCTH HH(pOPMAlMOHHON CHCTEMBI H TECTHPOBAHHIO PabOTOCHOCOOHOCTH CHCTEMBI
3ALIUTH] TEPCOHATBHBIX TaHHBIX.

. Mepsl 1o ofecnedeHHIO LEIOCTHOCTH HH(POPMAIMOHHOH CHCTEMBI M IIEPCOHAILHBIX
JIaHHBIX JO0JUKHBI oDecneumBath OOHapykeHHWe (PAKTOB HECAHKLIMOHHPOBAHHOIO HapylleHHs
HETOCTHOCTH HHPOPMALMOHHOH CHCTEMbI H COICPKALIKMXCA B HEH NepCOHAIbHBIX TaHHBIX, 4 TAKKE
BO3MOMKHOCTH  BOCCTAHOBJEHHS HHGOOPMAIIHOHHOH — cHCTEMBI M cOJepXKamuxcs B Hell
EPCOHAJILHBIX [AHHBIX.

. Mepsl Mo 06ecnedyeHn0 AOCTYIHOCTH NEPCOHANbHBIX J@HHBIX JIOKHBL obecrnequBaTh
ABTOPH30BAHHEI JI0CTYN NOJIL30BATENICH, HMEIOLIKX [1PaBa 110 JI0CTYNY, K HePCOHATbHBIM [JaHHBIM,
cojepiKammmMes B HMH(QOPMAIHOHHOH CHCTeMe, B INTATHOM pPEKHME (YHKUMOHHUPOBAHHS
HH(POPMALTHOHHON CHCTEMBL.

o Mephbl 1o 3amMTe Ccpebl BUPTYAIM3AUMH [JO0JLKHBI MCKIIOYATh HECAHKIMOHHPOBAHHBI
JIOCTYN K [epcoHaIbHBIM JaHHBIM, 00pabaTbiBaeMbiM B BHPTYalbHOH HMH(QPACTPYKTYpe. H K
KOMITOHEHTaM BHPTYILHOH HHQPACTPYKTYPbl M (M/IHM) BO3JIEHCTBHE HA HHUX. B TOM 4HCIe K
CPEACTBAM VIPABICHHA BHPTYAILHOH HHDPACTPYKTYpoH, MOHHTOPY BHPTYAILHBLIX MalIdH
(FMIIEPBH30PY), CHCTEME XPAHEHHs JAdaHHBIX (BKJOYas CHCTEMY XpaHeHust o0pas3oB BHPTYAIbHO#H
HHQPACTPYKTYpPhI), CETH Mepejaun JAHHBIX 4Yepes 2JIeMeHTbl BUPTyaibHOH HIH (pH3HUecKOH
HH(PaCTPYKTYPhI, TOCTEBEIM OMEPAITHOHHBIM CHCTEMaM, BUPTYaJIbHLIM MalllHHAM (KOHTEHHEpaMm ),
CHCTEME M CCTH PEIUIMKALMK, TEPMHHAIbLHBIM H BHPTYAIbHBIM YCTPOHCTBaM, a TAKKe CHCTEME
PE3ePBHOIO KONMPOBAHHS H CO3/1aBACMBIM CI0 KOITHAM.

° Mepe! 10 3aKTE TEXHHYECKHX CPEACTB JOMKHLI HCKII0YaTh HECaHKIHOHWPOBAHHBII
JOCTYIl K CTAHOHAPHLIM TEXHHYECKUM cpeiacTBaM, o0pabaThiBalolMM MEPCOHAILHBIE JaHHBIE,
cpeacTBam, 00ecneunBaommMM (yHKIMOHHPOBaHHEe HH(HOPMALHOHHONH CHCTEMBI (Jajlee - CpecTBa
obecrnieyenus (yHKIMOHMPOBAHMSA), U B [IOMEILECHHUSA, B KOTOPBIX OHH TOCTOSHHO PacrojiOKeHbI,
3ALIUTY TEXHHYECKUX CPEACTB OT BHEIIHUX BO3JCHCTBHIl, a8 TAKKE 3aUMTy NePCOHATBHBIX JaHHbIX,
[pE/ICTABICHHbIX B BH/IC HHGOPMATHBHBIX JIEKTPHUECKHX CHIHATOB U (HMIMUECKHX MoIeH.

@ Mepsl no 3zamuTe HHPOPMALHOHHON CHCTEMBI, €€ CPE/ICTB, CHCTEM CBA3H H IepelayvH
AaHHBIX JAOJDKHBL o0ecneuMBaTh  3alUUTY [EPCOHATBHBIX JIaHHBIX [IPH  B3aUMOJCHCTBHH
UHPOPMALIHOHHOH CHCTEMBI HIIH €€ OTHEJBHBIX CEIMEHTOB ¢ HHBIMH HH(OPMAlHOHHBIMH
cucTeMaMu M MHOOPMALMOHHO-TEICKOMMYHHKALHOHHBIMH CETSAMH I0CPE/ICTBOM TPHMEHCHHS
ApXUTEKTYPbl MHPOPMAIIMOHHON CHCTEMBI M TPOEKTHBIX PEIIEHHI, HAaNpaB/ICHHbIX Ha oDecrevueH e
0e3011acHOCTH NEPCOHATLHBIX JAHHBIX.



ITepuoauunocts nepecmoTpa Mojend yrpos s xaknoft UCI1/p onpenenena B nynkre 2.4.
JAHHOTO JJOKYMEHTA.

1.5. Onpegenexnve ypoBHA 3awmuieHHoctm MAH

[Ipu obOpaboTke NepCOHANBHBIX JaHHLIX B HH(OPMAIHOHHBIX CHCTEMAX YCTAHABJIMBAIOTCA
yposHy 3auinensoctd [11n B coorercTBuH ¢ [Toctanosinenuem [lpasurenscrsa or 1.11.2012 r.
Ne 1119 «O6 yrBepxaenun TpeGoBaHuil K 3alUTe NEPCOHANBLHBIX [IaHHBIX NpH uX obpaboTke B
uH(OPMAITHOHHBIX CHCTEMAX NEPCOHANBHBIX JIaHHBIX».

Ipn onpenenermn yposna samuurentoetn [1Jln, npu ux obpaborke B MCIIIn yunThiBaioTes
CHIEIYIOUINE HCXOAHBIE JaHHBIE!

. kateropusi oOpabarbiBaeMbix B HHOOPMALMOHHON CHCTEME HIEPCOHATILHBIX JAaHHBIX]

. o0beM 00pabaThIBacMbIX MEPCOHANLHBIX JAHHBIX (KOMHYECTBO CyOBLEKTOB NEPCOHAILHBIX
JIaHHBIX, [IEPCOHANIBHBIC JaHHBIE KOTOPLIX 00pabaThiBaloTCs B MHPOPMALIHOHHON CHCTEME);

. 3Q/IaHHBIE  ONEPaTopoM  XapakTepPHCTHKH  O€30MacHOCTH  HEPCOHAIbHBLIX  JAHHbIX,
oOpabareiBaeMbIX B HHPOPMALTHOHHOMN CHCTEME!

. THO yrpo3 Gezonacuocty 1)1, akTyansHpIx i HHQOPMAITHOHHOH CHCTEMBI;

° nposepseTcs yciosue npuragiexksoctn [1Jln corpyanukam onepatopa IT/ln unu unbiv
cyOBbeKTaM, He ABISIOLIMMCS COTPYIHHKAMH ofepaTopa.

Ilo pezyipTaTaM aHamM3a UCXOJHBIX JAHHBIX HH(YOPMALHOHHBIX CHCTEM MEPCOHATBHBIX /IaHHBIX
NIPHCBAHBAGTCA  COOTBETCTBYIOMIMHA YpoBeHb sawmuuieHHocTd [1Jln, H  cocTaBmaeTcs «AKT
onpesneiennds yposHs zamiiennoctd [1/ln, npu ux obpaborke B WCIL[In», yrBepipaemsbiii
pykoBouTeneM Oprand3auy.

Vponenb FAUHIIEHHOCTH NEPCOHAIEHBIX JaHHBIX MOMKET OBITE nepecMoTpeH:

. 110 pelieHuIo OTBeTCTBEHHOrO 110 3amuTe [1/ln B Opranusaiiy Ha OCHOBE NPOBEACHHBIX HM
aHA/TH3a M OLEHKH Yrpo3 Ge30MacHOCTH MEPCOHAIBHBIX JaHHBIX ¢ yHeTom oco0eHHocTed U (1in)
M3MEHEeHHH KOHKPeTHOH HEQOPMAHOHHON CHCTEMBIL:

° 10 Pe3y/IbTATAM MEPOTIPHATHIH 110 KOHTPOIIO 3a BbINOIHEHHeM TpeOoBaHHil K 0DeceueHnIo
6€30MaCHOCTH NEPCOHATBHBIX aHHBIX TIPY UX 00paboTke B HHPOPMAI[MOHHOH CHCTEME.

1.6. NMnaH meponpuaTHii no obecneyerunto 6esonacHoctu MAH

Jlas obecnevenus Ge30MacHOCTH MpoieccoB 00paboTKH NEPCOHATbHBIX AaHHbIX B Opranu3amny,
JOJIKHBI ObITh BBINOMHEHB! pabOThl, B COOTBETCTBHH € IJIAHOM, YKa3aHHOM HHIKE!

Meponpustue | HE[)HDJJH‘IHOCTB_‘
Opranu3aniaonnbie MEPONPHATHS J
O6cnenoBanue HHPOPMALHOHHBIX CHCTEM NEPCOHAIbHBIX JAHHBIX Paszosoe
Onpenenenne nepeuns UCIIx Pazomoe '
Onpenenenne obpabareiBaembix [1JIH 1 06bEKTOB 3aIHTEI PazoBoe ol
Orpejieniedne Kpyra JlLl, y4acTBYIOIHX B 06padotke [1/IH PazoBoe

Onpe/iesieHHe OTBETCTBEHHOCTH JIMLL, Y4aCTBYIOLINX B 06pabotke PazoBoe

OnpesieNieHHe  MpaB  pasrpaHHYEHMs JOCTyNa  I10JIb30BaTesIeH
UCTIJIH, HeoOXOMHMBIX Ul BBIIOJIHEHMs  JIOJUKHOCTHBIX | PazoBoe

obs3aHHOCTEH
| Hasuauenue OTBETCTBEHHLIX 3a O€30MACHOCTE M OPraHM3alMio _
Paszosoe
HUCIIn
Onpejienenye YpoBHS 3aHiIeHHOCTH T1JIH Ul BCeX BBIABICHHBIX ‘ Pisiios
HCI1In |
YeTaHoBaeHHE KOHTPOIHpyeMoit 301kl Bokpyr MCI1/In l Pazosoe
|

Bri6op nomemennii s yeraosky annapathbix cpesicts UCI1a B
noMerenusx., ¢ uenbio uekmovennss HCJ nuu, He ponymennsix k | Pasopoe
obpaborke [1/In

Opranmsauusi peKHMMa M KOHTposA joctyna (oxpambl) B | Pajosoe
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MeponpusrtHe IepuoanunoeTs
[lognepianne B aKTyalbHOM COCTOAHHH HOPMaTHBHO-

k Exemecsiuno
Oprax H3alITHOHHBIX .’10!{)(’M€'ll TOB
Koutpoms 3a paspaboTKOM M BHECEHMEM M3MCHEHHil B
nporpaMMHoe odecnedenne coOCTBEHHOMH abOoTKH WM IITATHOE '
porpam PP ExeMecauHo !

110, cneunansio gopadaTbiBaeMoe cOOCTBEHHBIMH pa3paboTUHKaMH
MJTH CTOPOHHHMH OPraHH3aLiAMM. |

TectupoBanye peaansanny npapui GuibTpamun Ha MD, HacTpoek [
cuctemst samuThl o1 HCJI, cHeTeMEI 3alUTEl OT BUPYCOR, cHCTeMbI | Fxemecsuno
o6HapyHCHHS BTOPXKEHHH H anajiu3a 3alHICHHOCTH

1.7. Tpe6osaHua no obecneyeHnto 6e3oNacHOCTU NePCOHa/IbHBIX AaHHbIX

BhiGpannble W peaiusoBamHble Mephl 1o obecneuenmio Oesomachocrn ILJIn nommbl
ofecreunBaTh HEHTPAIM3ALAID NPEANOIaraeMelX yrpo3 0€30NacHOCTH MEPCOHATLHBIX JaHHbIX,
npu ux 00paboTKe B HHPOPMAUMOHHLIX CHCTEMAX B COCTABE CHCTEMbl 3ALIHTBLI NEPCOHATHHBIX
ganHbiX Opranu3amui.

CuHcTeMa 3alHuThl IEPCOHAIBHbIX JIAHHBIX, CTPOUTCS HAa OCHOBAHHH!

eMoiennn  yrpo3 6e3omacHOCTM [EPCOHAILHBIM JAaHHBIM NpH  uX 00paborke B
uH(OPMAMOHHOH cHCcTeMe nepcoHanbhbix aanHbiX «Cotpyanukny I'AY3 TO «[opoackas
noaukuHuKa Nely:

. Mogenn yrpo3 Oe30HACHOCTH —NCPCOHAILHBIM  JanHBIM  OpH  uX  obpabotke B
HHGMOPMAIMOHHON CHCTeMe [epcoHalbibiX JanHbiX  «[lanmentsy TAY3 TO  «l'opoackas
nonuKITHEAKAE Nel»;

® TeXHUYECKOr0 NpPOEKTa «CHCTEMbl 3alllMThl [EPCOHANBHBIX JAHHBIX HH(POPMALHOHHBIX
cHeTeM nepconaTbHbX AanHbX AY3 TO «lopojckas nomuiunnka Nely;

. Pykososmmmx gokymentos @CTOK u OCh Poceun.

BhiGpannbie HeoOXoAHMbIe MeponpuaTHaa 1o 3awwte [1/lH orpakaioTes B «OnHCaHHH CHCTEMBI
3aIUTH TepcoHanbHbIX Aanubix [AY3 TO «["opojckas noIuKIMHHKA Nel».

1.8. TpebosaHusa no obecneyennio sawutbl B UCMNAH «Cotpyannkn» n UCTIOH

«lMauneHTbI»

Jlnst saumtel ot HCJL B UCTI[IH Ha pabo4mx CTaHUMAX W CepBepax YCTaHaB/IMBAcTCA CPCACTBA
3aIUThl HHPOPMALHH, 00eCIIeUHBAIOIIHE!

= Wnentudukanus #H - ayTeHTHOUKAUMA  [0JIb30BATC/ICH,  ABIAIOLIMXCA paboTHHKAMH
onecparopa;

- YnpasieHue HACHTHQUKATOPAMH. B TOM YMC/IE CO3JaHHE, MPHCBOCHHME. YHHYTOKCHHC
HAEHTH(UKATOPOB;

= Ynpasnende cpeicTBaMH  ayTeHTH(MKaUMM, B TOM YHMCIC XPaHCHHE, BblIayd,
UHHIMaIKH3aMs, 0/0KHpOBAHHE CPEICTB ayTEHTH(QHKAIMKM W MPHHATHE MCP B CIy4Yae yTpaTbl H
(M7M) KOMIIPOMETALHH CPEICTB ayTeHTH(PHKAIWH;

—  3ammuTa o6paTHOM CBA3M IPU BBOJC ayTCHTHOUKAIHOHHOH HH(OPMALHH

= Wiaentudukamms u ayTeHTHHKauus [ojb3oBateneii, HE ABIAIOIIMXCS PaCOTHHKAMH
omeparopa (BHEIHHX 0/1b30BaTeIeH):

= anaaﬂeﬁne (3aBe/ieHHe, aKkTHBaLlUA, GJIOKHDOMHHE H )’[—lH‘i‘l‘OH(CHH&) YHUCTHLIMH 3allHCAMH
MoJIb30BaTe eH, B TOM YHCIIE BHEITHHX 110Ib30BaTeNeH

— Peannzanns HEOOXOAMMEBIX METOIOB (JHCKPELHMOHHBIH, MaHJIATHBIL. POJEBOH HIM HHOH
METOJ1), THIIOB (YTEHHE, 3aIIHCh, BBITOJIHEHUE HIIM HHOM THIT) W [IPABHI Pa3rpaHHyCHHs J0CTYIA,

—  VYipasnenue (puibTpanus, MapiuipyTH3alus, KOHTPOJb COC/AHHCHHH, OXHOHANPAB/ICHHAN
nepesaya M MHbE croco0bl ynpapieHns) HHOOPMALMOHHBIMA IOTOKAMH MEHLY yeTpoicTBaMHE,
CeIrMeHTaMH HH(iJOpM&IlHOHHOﬁ CHCTEMBI, 8 TAKIKE MEHITY HH[I]DpMﬁlIHOI—[Hb[MH CHCTEMAMH,

- Paznenese MOJHOMOYHIT  (posieil) no/b3oBareneill, aIMHHHCTPATOpOB M JIHL,
o0ecneunBaloHX PYHKIHOHHPOBaHHE HH(OPMALIHOHHOH CHCTEMBI;
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= Haznauenue MHHHUMAIILHO HeoDXOoJUMBIX npas H ﬂpHBI—I;’IC!‘Hﬁ [NOJIL30BATE/IAM,
aJMHHUCTPATOPaM M JALaM, oOecrieqnBaroUM PYHKIMOHUPOBaHHE HHPOPMALMOHHOH CHCTEMBI;

—  OrpaHuveHHE HEYCHEIIHBIX MOMBITOK BX0Jda B MHOOPMALMOHHYIO CHCTEMY (IOCTYNA K
HHGOOPMALLMOHHOMK cHCTeMe);

= PCaJ]HSa].LH}l JAlHIICHHOI'0 YIaJICHHOrO OOCTylla CYGLCKTOB JoCTvIa K obbeKTaM AOCTYIa
yepes BHeLIHHe HHPOPMALHOHHO-TEICKOMMYHHKALIHOHHBIE CCTH;

= Ynpasienue s3aumozieicTBueM ¢ HHGOPMAITHOHHBIMH CHCTEMAMH CTOPOHHHUX OpraHu3alii
(BHELIHHE HH(OPMAIIHOHHBIE CHCTEMBI);

= Ollpt:jlt:.llt:l'lldc COGbl'I'i‘lﬁ 6330[]&CHOCTH. NnojJjicmkalinx perucTpallii, H CPOKOB UX XPaHCHHUAL

= Omnpejenerne cocrtasa H  coAepikaHHs HMHPOpMaOHH o0 COOBITHAX Oe30macHOCTH,
MOJUISIKALIAX PErHCTPpalnK,

= Cﬁop. 3alHCE W XpaHeHHe umi}opmauuu 0 coOpiTHAX ©0e3011aCHOCTH B TEUEHHE
YCTAHOBJICEHHOI'O BPEMCHH XPaHCHHA,

- 3amuta uadopMalHu 0 cOOBITHAX OE30M1aCHOCTH;

—  Peanuzauus aHTUBUPYCHOM 3aIHTEL,

= O6HoseHue Ga3bl JaHHBIX NPA3HAKOB BPEAOHOCHBIX KOMIIBIOTEPHDBIX HPOrpaMM (BHPYCOB):

- Opranu3aiiig KOHTPOJIAPYEMOH 30HBI, B Npeleiax KOTOPOH IOCTOSHHO PpasMEIlaloTes
CTALMOHAPHbIC TEXHHYECKHE CpeJCTBa. 06paﬁaThIBal0U.lPlC uucbopmauum. H CpelcTBa 3alllHThl
HH(OPMALHH, a TaKkKe cpe/cTsa ofecnedeHns QyHKIHOHHPOBAHH:

= KOUTpOJ]I; H YIpaslieHHE (I]H3H‘ICCKHM AOCTYIIOM K TEXHHYCCKHM CpelCTBaM, CpelicTBaM
3alHUThI HH‘pOpMa].lHH, Cpe/ICTBaM obecrieyeHHs CI)YHKU,HO!IHPOB&HHH. d TAKXe B ITOMEUICHHA H
COOPYVIKCHHS, B KOTOPbLIX OHH YCTAHOBJICHBL, HCKTIOHANOIITHE HeCﬁHKIlHOHI&p{)BaHHHﬁ CIJHBH‘-IBCKHﬁ
JocTyn K cpeacrsam oGpaGorku uH(pOpPMAlHH, CpeAcTBaM 3alHThl HHQOPMALHH H CPeACTBAM
obecnieueHus (pyHKIIMOHHPOBAHHA MH(OPMALMOHHONW CHCTEMBI, B MOMELICHHA H COOPYKEHHS, B
KOTOPLIX OHH YCTAHOBIICHBI;

= Pasmelniense  ycrpolcrB BeiBoaa (otoOpaxkeHus) HH(POPMAIMH, HCKIIOYAlOIee ¢¢
HECAHKLIMOHUPOBAHHBIA [IPOCMOTP:

= Kourposb ycraHosku O0OHOBIEHMH NporpaMMmHOro olecrieueHHs, BKTOUas OOHOBIEHHE
I[IpOrpaMMHOro obecreyeHns CPe/ICTB 3anThl HH(QOPMAIHH;

= Kontpons paborocnocoGHOCTH, rnapamMeTpoB HACTPOHKH H MPaBHJILHOCTH
(OYHKIHOHUPOBAHUS MPOIPAMMHOT0 00ecTiedeHHs U CPEICTB 3alluThl HHPOPMALIHH:

- KoHTpoiib cocTaBa TEXHHYECKHX CPEICTB, IIPOrpaMMHOI0 00eCeYeH A H CPEICTB 3allHThI
HH(opMaInu;

= Obecnieuenne 3amMThl [CPCOHAIBHLIX JAHHBIX OT PAcKphITHA, MOAH(HKALKMH H
HaBs3bIBaHMs (BBOJA JIOkHOH HH(pOpMaUMH) NPH €€ nepeaade (MOArOTOBKE K Iepejade) 110
KaHajlaM CBH3H, HMCHIINHM BBIXOJ 3a TNpCAcibl KOHTpO.THp)’CMOﬁ 30HBI, B TOM HYHCIC
GecrnpoBO/IHLIM KaHalaM CBA3H!

1.9. TpebosaHuna no opraHusauum obecneveHuns 6esonacHoctn 8 UCMNAH

Perucrpupyembie cucremoii 3awutel o1 HCJlL cobbitus Ge3onacHoCTH Ha KOMIBIOTEpPAX M
ceppepax  MCIIJIH  JomKHBI  TpOCMATPHBATBCA M AHAIM3HPOBATLCA  HA  HAIHYHE  He
CAHKI[MOHUPOBAHHBIX JIeHCTBHH a/IMHHUCTPATOPOM DE30MacHOCTH N0 PACHUCAHUIO, YKA3AHHOMY 6
nyukme 2.4.

Jns sddexTrrHOlN 3aMTEI OT BPEJOHOCHBIX NMPOrpaMM K BHPYCOB HA KOMIIBIOTEPAX M CepBepax
WUCIIIH nepuoaHuecKH (Mo pdchucanuio, YKAzauHoMmy 6 nyukme 2.4) JOJKHBI [poBepsaTes
AKYPHAJIbI CHCTEMBI aHTHBHPYCHOM 3alMThL

Jlasa obecnieuenns sammtel UCIAR o1 yrpos Gesonachoeru [1/1H 8 Opranusaumn HeoOX01uMO
o0ecneunTs:

* KOHTPOJIb ZOCTYIIA [I0/IB30BATEICH K 3allULIAEMbIM peCypcaM B COOTBETCTBHH ¢ MaTpPHLCH
JI0CTYa;

L Y4UeT BCCX 3alllHINACMBIX HOCHTEJICH HHqJOPMElllHl‘I C NOMOUIBEHKY HX MAPKHPOBKH H 3aHCCCHHC
YUETHBIX JaHHBIX B KyPHaJl y4eTa ¢ 0TMETKOM 00 HX BbIIave (IIprueme);
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. (u3Mueckas OXpaHa TEXHUYECKUX CPEICTB HH(MOPMAUMOHHOH CHCTeMBb! (YCTPOHCTB H
HocHTeNneH uH(pOpMalHH), TPelyCMAaTPHBAIONIAA KOHTPOJIb A0CTYNa B NMOMEIICHHA MOCTOPOHHHX
ML, HATAYME HAAEKHBIX [PEnsTCTBHA JUISl HECAHKUHOHHPOBAHHOTO IPOHHKHOBEHHS B
HOMELIEHHs W XpaHH/InIie Hocuteneil HHopmanuu;

® HAJTWUYHE CPEeJCTB BOCCTAHOBIGHMS CHCTEMBI  3AIMTHI  MEPCOHAILHBIX  JAHHBIX.
[Pe/lyCMATPUBAIOLIMX BEJEHHE JBYX KOMWH MPOrpaMMHBIX KOMIOHEHTOB CPEICTB 3allHThI
ungopMannK, HX NepuoMYecKoe 0GHOBICHHE H KOHTPOIIL paboTocnocobHoCTH.

. npomecca KOHTPOAA 3a LENOCTHOCTBIO [POrpPaMMHOA H  HH(OPMALHOHHOH 4acTH,
MpOLEAYPhl BOCCTAHOBICHHS (MO pACRUCAHUIO, YKRAZIAHHOMY 6 NYHKME 2.4).
1.10. MNopsaaok opradm3sauuu gocryna Kk UCMAH

Bee nons3oarenu MCIIIn gomkasl uMmeth goctyn k pecypeam UCIT/IH ToNbKO B COOTBETCTBHH
¢ paspeleHHAMH, YCTAHOBICHHBIMH B «Marpuie 10cTyna noassosarenedf k pecypeav MCT1an.

Opranusauus 40cTyna HoBoro nosbsosateneil k pecypeavt MCII/Tu ocymecTBiaseres clie/yromum
obpazom:

1.  Cornacosanue joctyna mois3oparens k pecypeam MCI1/la v nobasinerue nos3oBarels B
«CHHCOK ML, JOCTYT KOTOPBIX K I€pCOHaIbHbIM JaHHbIM, oOpabarssaembix B MCI1/IH
HeOOXOIHM JUIs BLITOJIHEHUS CIIykKeOHBIX (TPYy10BbIX) 00A3aHHOCTER ),

2.  Ozmakomienue monp3oBatesns ¢ «llomoxenuem 00 oOpaGorke u samwmtel [1Jln 8
Opranusaiai» W HerpeboBaHue ¢ Nomb3osBaTes Hoxanucanus «COrNMALICHHS O HepasrialieHuy
[T Ta»:

3, Cosaganme y4eTHOH 3amuCH [10JIb30BATeNls H OPraHM3alls JOCTYNA B COOTBETCTBHH ¢
paspelIeHHAMH, 3a(UKCHpoBaHHBIMH B «MarpHIle AocTyna nosb3osareniei k pecypeam MCT1a».

[lpy HeoOX0oAMMOCTH ynaneHus JocTyna nojbjosarens k pecypcam HCIIn (B cayuasx
YBOJILHEHHsI COTPY/HHKA H T.1.) HeoOX0AuMO 3a0I0KMpOBaTh (HJIH YAAMWTh) YHCTHYIO 3amHCh
MOJIb30BATEN M OTKOPPEKTHpoBaTh «CHHCOK JIMIL, JOCTYI KOTOPBIX K [EPCOHANIBHBLIM JAaHHBIM,
obpabareiaemMbix B MCIIJIH  HeobXoauM  Julsi  BBITOJHEHHS — CIYKEOHBIX  (TPYIOBBIX)
o0A3aHHOCTEH).

1.11, Nopaaok 06paboTkn nHumMaeHToB GesonacHocTH

[Topsanox obpaborku unumaentos GesonacHocT [1/1a onucan B «MHCTPYKUMH 110 OpraHu3alliy
pesepsuposanus u occratosierus HCIT/Tn, o6paborka nunuaentos Oesonacnoctn MCTI .

1.12. MNopAafoK BEINOJHEHUA NPOUEAYP pe3epBHOrO KONMPOBaHUA

TMopsinok npouedayp pesepsHoro xonuposanus [1/In onmcan B «MHCTpyKuMu 1o opraHusanny
pesepsuposanius u Boceranosaenus MCI/Ix, o6paborka nruuaentos Sesonacnoctn MCTT/Tay.

2.Nonv3osarenn UCNOH

B Opranusalyy MOYKHO BBIIETHTD clenytolne rpyiist noassosareneii HCT1/lu, yuactyrommx B
obpaGoTke u xpaHeHuu [1]]u:

° AsmunKcTpatopa 6e30MacHOCTH;

e  Omneparopa APM;

° CriennanucTa 10 NoIepXkKKe TEXHHUECKUX CPE/ICTB KOPIOPAaTHBHOMN CETH;

Jlanubie O rpynmax MoIbL30BATENSIX. YPOBHE MX JOCTYHA H HHOOPMHPOBAHHOCTH JIOAKEH GBITh
OTpaKeH B MaTpulle J0cTyna nojis3osarenei k pecypecam MCII1H.

2.1 AamuHuctpaTtop 6esonacHocTU

Asnmunucrparop  Oesonachoctd.  coTpyanuk  Opranusamdd, — OTBETCTBCHHBIH 34
dynkunonuposanne C3[1[In, Brmodgas o0caykHBaHHe H HACTPOHKY aIMHHHCTPATHBHOM,
cepBepHO#t U KiMenTekoi komnonent UCT1/u.

AnmuHucTparop GesonacHocTr 001a1aeT clIeAYIOINM YPOBHEM JI0CTYId i 3HAHMII:

. ob6nanaer npasamu Apmunncrparopa MCITTn:

® obnanaer nosuoi undopmanmeit 06 UCI 1n:
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. HMEET JIOCTYN K CpPeJCTBAM 3allMThl HH(OPMAIMH M IIPOTOKOJMPOBAHHS MW K HacTH
kmouesblx 2tementoB UCIH;

. He HMMEeT [paB JAOCTYma K KOH(QHIYPHPOBAHWIO TEXHHYECKHX CPEACTB CeTH 34
HCK/IIOUEHHEM KOHTPOJIBHEIX (MHCIIEKIIMOHHLIX ).

AnvuaHCTpaTop 6€30MaCHOCTH YIIOJHOMOYEH:

®  peaIn30BBIBATH MOJUTHKH 0€30MacHOCTH B YacTu HacTpoiku CK3H, MemKceTeBbIX JKpaHoB
¥ cucteM oOHApyKeHMs 4TaK, B COOTBETCTBHM C KOTOpbIMM mnoib3oBatens (Omepatop APM)
HoJIy4aeT Bo3MOKHOCTE paboTatk ¢ snementamu UCTI/IH;

. OCYIICCTRIATE AYAHT CPEACTE 3alllHThI,
e YCTAHABJINBATH JOBEPHTE/ILHBIC OTHOIIGHHA CBOEH 3aUIMINEHHOH CETH ¢ CeTAMH JpYTHX
Opranusauun,

2.2 Onepartop APM

Oneparop APM. corpyaunk Opranusauuy, ocymects/somuii 0opaborky I1/1s. OGpaborka [1/11
BKJIIOHAET: BO3MOXKHOCTE npocmotpa [111, pyunoii seoa I1JIn B cucremy MCIIJH, dopmuposanne
crpaBok u or4etoB 1o uHpopManwn, nomryuensoi uz UCII. Oneparop He HMeeT MOIHOMOHHH
Ui ynpasienus nojcucremamu o6paborky Aanapix v C311]n.

Omnepatop UCI1/ln obnanaer cieyioluM YPOBHEM JIOCTYNIA ¥ 3HAHHH:

* obnanaer BceMH HeoOXOJMMBIMH aTpHOYTAMH (HarnpuMep, napoiaeM), 00ecrneurBalomUMH
JOCTYI K HEKOTOPOMY ltoaMHokecTBy [1/1H:

* pacrnonaraeT KOH(PHAEHINAILHBIMHA JaHHBIMH, K KOTOPBIM HMEET JA0CTYIL.

. o6J1a1aeT 4acThi0 HHQOPMALIHA 0 TEXHHYECKHX cpeacTsax U koudurypaunn MCT1Tn;

. HMeeT (JM3HYCCKHH JOCTYN K TCXHHYSCKHM cpencTBaM 0o0paboTku HHpOpMALud u
¢pe/ICTBaM 3alllHTh;

. 3HAET, 10 MEHBIICH Mepe, OJIHO JISIAIbHOE UM J0CTYTIA,

2.3 Cneuunanuct no nogaepikke TeXHUHECKUX CPeACTB KOPNopaTMBHOMW CeTH

Texuuueckuii CHENHAIHCT 1O ODCHYKHBAHWIO, cOTpYAHUK OpraHusaiky, OCYIIECTBISET
obenykuBanue W HacTpoiky nepHdepuiinoro obopynosanus UCI1/In. Texnnuecknii cueunamct
no obcayxupanuilo He umeer jocryna K [IJln, He uMeer NOTHOMOUMH Uil yrpaBieHHs
nojicucTeMamu 00paboTKH JaHHBIX U 6€30MACHOCTH.

TexHuueCKuil creuHagucT 1o o0C/Hy:KUBaHHIO 001a1aeT CASAYIONMM YPOBHEM J0CTyNA H
JHAHHMA:

. o61azaeT YacThbi0 HH(POPMAIMK O CHCTEMHOM H [PHKIAIHOM MporpaMMHOM ofecnedeHuu
MCTIn;

. ofnazaeT 9acThi0 HHAOOPMALIHK 0 TEXHHUYECKHX cpeacTsax v KoH(urypauun MCI11H:

. 3HAET, N0 MEHbIIEHR Mepe. 0JIHO JISTATLHOE HMA 10CTY1Ia,

3.TpebosaHuAa K nepcoHany no obecneyeHuio 6e30MNacHOCTU NepPCOHaNbHbIX

AaHHbIX

Bee corpyannkn Opranusanmu, sBisioumnecs nosb3osateasMu MCIIIH. 10KHBL 9€TKO 3HATL H
CTPOTO BBIIOJHATL YCTAHOB/ICHHBIC NpaBHaa M 00A3aHHOCTH M0 JOCTYNY K 3allHIIAaeMbIM
obbekTam u cobII/IeHIIO TPHAATOTO pekumMa Gesonactoctu 111,

Ilpy  BCTYIUIEHMH B JO/JKHOCT HOBOIO COTPY/HMKA HCHOCPCACTBCHHBIH  HA4YaIbHHUK
NOAPa3AC/ICHUA, B KOTOPOE OH MOCTynaeT, o0s3aH OPraHM30BaTL Cro  O3HAKOMIIGHHE C
JIOJKHOCTHOM MHCTPYKUMEH H HeOOXOIMMbBIMH JOKYMEHTAMH, PEraMEHTHPYIOMHMH TpebOBaH s
no saumrte [1JIH, a Takke oOyueHHE HABLIKAM BBLIMOJHEHHA NPOUELYP. HEOOXOAHMBIX A/
caHKInoHHpoBaHHoro uenonszoanus UCT1/Tx.

COTpyIHHK JO/KeH ObITh O3HAKOMJIIEH CO CBEJEHHWSIMM rojokeHus mo obpaborke H
obecneuennio Ge3011aCHOCTH IIEPCOHAIBHEBIX JIaHHBIX, 00pabarsiBaeMbIX B OpraHu3ali.
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Cotpyanuku Opranu3allid, HCHOL3YIOUIME TEXHHUECKHE CPE/CTBA ayTeHTU(HUKALMH, A0JUKHbI
oBecneyHBaTh COXPAHHOCTL HAEHTU(PHKATOPOB (2JCKTPOHHBIX KioueH) u He gonyckare HCJ k
HAM, @ TAK)Ke BO3MOMKHOCTH MX YTEPH WJIH MCIIOJb30BaHMA TpeThbHMH nuiamu. [lombssoeaTenn
HECYT NEPCOHATLHYIO OTBETCTBEHHOCTD 34 COXPAHHOCTE HACHTH(HHKATOPOB.

Corpyanuks Opranuzaiuu J0/DKHBI CJIE0BaTh YCTAHOBJEHHBIM IPOLELYpaM MOAIepikKaHUs
pexkuma OesonacHocTr [1/lH npu BRIOOpE M HMCHOABL30BAHHUH MAPOJICH (CCIH HE HCMOABL3YIOTCA
TEXHHYECKHE CPE/ICTBA Ay TeHTH(HKALMH).

Corpyasankn Opradyzaudd  J0/DKHBL o0eCleuHBaTh HAUISKALIYIO 3awuty 000py/loBaHus,
octapisieMoro 6e3 MpucMoTpa, OCOOEHHO B TEX C/IyYasX. KOrjla B MOMEIIEHHE WMEIOT JOCTYTI
MoCTOpoHHHE JjHLA. Bee nons3oBatesn JOMKHBL 3HaTe TpeOoBanua no OeszonacuHoctd [1/lH u
MPOLEAYPS 3allHThl 000pYA0BaHUs, OCTABICHHOrO 0e3 IPHCMOTPa, a TAK/KE CBOM 00A3aHHOCTH M0
obecreyeHHIO TAKO#H 3aIIHThIL.

CoTpyaHuKaM  3alpeliaercss YCTaHaBIWBaTh  [OCTOPOHHEE MNporpaMMHoe  obecneuyeHue,
MOJKIIOYATE THYHbIE MOOHJILHBIE YCTPOHCTBA U HOCHTEIM MH(OPMALMH, a TAK¥Ke 3allUChBATE Ha
HHX 3alUIacMYy10 HHPOPMALHIO,

CorpyaHukaM, a Takke OBIBIIMM COTpY/AHMKAaM, 3ampelaeTcs pasriamarth 3aliuiiaeMyro
HHGOpMALHIO, KOTOpas CTajla MM H3BECTHA NpH pafore ¢ HMHQOPMALMOHHBIMH CHCTEMAaMH
Opranu3auus, TpeTbHM JIHLAM,

[Ipr pabore ¢ [1lu B UCIIQu corpyanuxku Opranmsaunun obssaHel 00ecneduTbh OTCYTCTBHE
BO3MOKHOCTH npocmotpa [1/1H TpeTbuMH THLAMH ¢ MOHUTOPOB APM 1M TepMHHAIIOB,

[Ipu 3asepmienun paborel ¢ UCI1Iu corpyanuxn obs3anel 3aumrtite APM unum tepMuHansl ¢
MMOMOIIBIO GIOKHPOBKH KJIIOYOM HJIH JKBHBAJIEHTHOTO CPEJACTBA KOHTPOJIs, HAIPHMED, JOCTYIOM
[0 [apoJIio, €CIIH HE HCIOMb3YIOTCs 00J1ee CHIILHBIC CPE/ICTBA 3allHTEI.

Corpyaaukd Opraiu3aiyy A0/DKHbI ObITh MPOMHGOPMHPOBAHBL 00 YIpo3ax HapylleHHs peknMa
OesonacHoeTd [1J1H M OTBETCTBEHHOCTH 3a €ro HapyuieHHe. OHH J0/DKHbI ObITh O3HAKOMJ/ICHBI C
yTBepiienHod  (opmaneHOH HpoueAypOH  H@IOMKEHMA JMCUMIVIMHADHBIX  B3bICKaHMH Ha
COTPYJAHHKOB, KOTOPBIC HAPYLLIM/IH IPHHATEIC OJIHTHKY H poreaypsl dezonactnoceTd [1/1H.

Cotpynuuku  obsg3ansl  6ez mnpomemtenus coofmare o060 Beex HabmogaeMbIx — HIH
NOAO3PHTENEHEIX  caydasx paborer WMCILJIH, KOTOpble MOTYT MHOBACYL 3a COOOH Yrpos3bl
Gezonacaoctr [1][H, a Takike 0 BuIABICHHBIX UMH cOOLITHAX, 3aTparuBatomux Oezonacnocts T1/1H,
PYKOBOJICTBY MOJpa3Je/eHus U JIMIY, OTBEYAIOIEMY 3a HEME/JIEHHOE pearHpoBaHHE Ha Yrpo3bl
Gezonacuoctu [1]/1H.

Konrpoas 3a cobumojiennem, Bbillie ONHCAHHBIX TPeGoBAHHH MO 3AMHTE NEPCOHAILHBIX
AaHHBIX coTpyaHukamu OpraHusanug, BO3IAraeTes HA  OTBETCTBEHHOIO MO  3alIMTe
uapopmanun B UCIIJIH ¥ 0TBeTCTBEHHOr0 3a opraHMianuio 06padoTKH NepcoHANbHBIX
jpannbix B Oprannszanim.

4.[lonxHocTHble 06a3aHHOCTU nonb3osatenein UCMOH

JomxHoctHeie o0s3anHocTh nonb3osatencii MCII/n onucanbl B clie1yIOMUX JOKYMEHTaX:

° MHCTpyKUHA aIMHHHCTPATOPA 3alHThI;

. Huerpykuns nons3osarens 1o sxeruyarauud C3H s UCT1R;

] HucTpykuns 10 opranuzauun pesepsuposanus u Bocctanosienus VICII[IH, obpaborka
HHIHMAeHTOB Oe3onacHoctn [1/1H;

. Huctpykuna nonssosarencit UCITa:

5.0tBetcTBeHHOCTL coTpyaHuKos UCTOH OpraHusauyum

B cootsercTBru co cr. 24 enepansHoro zakona Poccuiickoit ®epeparan ot 27 mona 2006 r. Ne
152-03 «O nepcoHaNbHBIX JAHHBIX» JHIA, BHHOBHBIC B HapylieHMH TpeboBaHuii AaHHOTO
DeepaTbHOTO 3aKOHA, HECYT IPaX/aHCKYIO, YIOIOBHYIO, aJMHHHCTPATHBHYIO, THCIHITHHAPHYIO
W HHYIO 1pe/lyCMOTPEHHYI0 3aKkoHoAaTenscTBoM Poccuiickoli Meepaliny OTBETCTBEHHOCTh.
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JleitcTByromee 3aKoHomaTeNbCTBO PP 1103BONAeT NpeAbABiaTe TpeGoBaHHs 110 obecreyenuio
GezonacHod paborel ¢ 3auiuaeMoii uHGoOpMaumed W nNpenaycMarTpHBaeT OTBETCTBEHHOCThL 32
HapYIICHHE YCTAHOB/ICHHBIX Npapui 3Kculyarauun 2BM u cucrem, HerpaBoMepHbIi JaocTyn K
uHOpMALMH, €CIH OTH [eHCTBHS MPHUBEIH K YHHYTONKEHHIO, OI0KHPOBAHHIO. MO HHKALWH
uHpopMalmy 1K Hapymenuio pabotsl IBM unu cereii (ctatbu 272,273 1 274 YK PO).

Anvunuctparop MCII[IH v agMuHHCTpatop O€30MacHOCTH HECYT OTBETCTBEHHOCTH 3a BCE
JIEHCTBHS, COBEPIIEHHBIE OT HMEHH HX YYETHBIX 3dITHCEH HJIM CHCTEMHBIX YYETHBIX 3alMced, eciin
He jIoKaszaH (PaKT HeCaHKIIMOHHPOBAHHOTO HCTIOJIL30BAHMA YUCTHBIX 3aIlTHCCH,

[Ipu HapyweHnsax corpyanukamu Opranuzannu — nojs3osareneii MCITIH npasuil, CBA3AHHBIX C
GezonacHocteio  [1JlH, OHM  Hecyr OTBETCTBGHHOCTb, YCTAHOBIEHHYIO eHCTBYIOIIMM
zaKoHoaarensecTBoM Poccniickoit Meneparum.






